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Abstract: Cryptography and steganography are the two
popular methods available to provide security. Cryptography
and Steganography are well recognized and widely used
methods that manipulate information in order to cipher or hide
their existence respectively. Steganography is the art and
science of communicating in a way which hides the existence of
the communication. Cryptography scrambles a message so it
cannot be understood; the Steganography hides the message so
it cannot be seen. Even though both methods provide security, a
study is made to combine both cryptography and
Steganography methods into one system for better
confidentiality and security.

In this paper we have proposed an advanced approach for
vigorous data protection in which we have used key frame
extraction technique, the cover-video is divided into RGB
frames and using statistical features such as standard
deviation, skewness and kurtosis, key frames has been
extracted and the text message in binary form is embedded into
key frames of stego video using LSB technique and hybrid
approach in such a way that the video does not lose its
functionality. Text message is encrypted using AES algorithm.
As key frame extraction technique is completely new in video
steganography so it becomes impossible for interloper to
estimate that a text message is hidden in the video. The
proposed system is simple and new and therefore can be used to
transfer highly confidential data like military secrets, hospital
reports and other data. This proposed method strives for high
security to an eavesdropper’s inability to detect hidden
information.

Keywords: Security, Cryptography, Video Steganography,
LSB, AES

I. INTRODUCTION

Cryptography systems can be roughly classified into
symmetric-key systems that use a single key that both the
sender and the receiver have, and public-key systems that use
two Kkeys, a public key known to everyone and a private key
that only the recipient of messages uses. In Cryptography, a
cipher message for instance, might produce suspicion on the
part of the recipient while an invisible message created with
steganographic methods will not. In fact, steganography can
be useful when the use of cryptography is forbidden: where
cryptography and strong encryption are outlawed,
steganography can circumvent such policies to pass message
covertly. However, steganography and cryptography differ in
the way they are evaluated: steganography fails when the
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“enemy” is able to access the content of the cipher message,
while cryptography fails when the "enemy” detects that there
is a secret message present in the steganographic medium.
The disciplines that study techniques for deciphering cipher
messages and detecting hide messages are called
cryptanalysis and steganalysis. The former denotes the set of
methods for obtaining the meaning of encrypted information,
while the latter is the art of discovering covert messages. The
aim of this paper is to describe a method for integrating
together cryptography and steganography through some
media such as image, audio, video, etc.

Il. CRYPTOGRAPHY

Cryptography is an essential section of any approach to
address message communication security requirements.
Cryptography is the study of methods of sending messages in
concealed form so that only the intended recipients can
remove the mask and read the message. It is the actual art of
converting messages or data into a different form, such that
no-one can read them without having access to the 'key'. The
message may be transformed using a 'code’ (in which case
each character or group of characters is substituted by an
alternative one), or a ‘cypher' or ‘cipher' (in which case the
message as a whole is converted, rather than individual
characters).Cryptology is the science  underlying
cryptography. Cryptanalysis is the science of 'breaking' or
‘cracking' encryption schemes, i.e. discovering the
decryption key. Cryptographic systems are broadly classified
along three independent dimensions.

o Methodology for transforming plain text to cipher text
All encryption algorithms are mainly based on two general
principles: substitution, in which each element in the plain
text is mapped into another element, and substitution, in
which elements in the plain text are rearranged. The
fundamental condition is that no data should be lost.

¢ Methodology for number of keys used

There are some standards methods which are used with
cryptography such as secret key, public key, digital signature
and hash function.

Secret Key (Symmetric): With secret key cryptography, a
single key is used for both encryption and decryption. The
sender uses the key to encrypt the plaintext and sends the
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cipher text to the receiver. The receiver applies the same key
to decrypt the message and recover the plaintext. Because a
single key is used for both functions, secret key cryptography
is also called as symmetric encryption.

Public Key: Public key cryptography has been said to be the
most significant new growth in cryptography in the last
300-400 years. Modern Public Key Cryptography was first
defined publicly by Standford University professor Martin
Hellman and graduate student Whitfield Diffie in 1976.
Their study described a two-key crypto system in which two
parties could engage in a secure communication over an
insecure communications channel without having to share a
secret key.

Digital Signature: The use of digital signature came from the
need of endorsing the authentication. The digital signature is
more like stamp or signature of the sender which is
embedded together with the data and encrypts it with the
private key in order to send it to the other party. In addition,
the signature declares that any change made to the data that
has been signed is easy to detect by the receiver.

Hash Function: The hash function is a one way encryption,
the hash function is a well-defined method or mathematical
formula that represents a small size of bits which is generated
from a large sized file, the result of this function can be called
hash code or hashes. The generating of hash code is faster
than other methods which make it more desired for
authentication and integrity. Cryptographic hash functions
are much used for digital signature and cheap constructions
are highly desirable. The usage of cryptographic hash
functions for message authentication has become a standard
approach in many applications, particularly internet security
protocols. The authentication and the integrity considered as
main issues in information security, the hash code can be
attached to the original file then at any time the users are able
to check the authentication and integrity after sending the
secure data by applying the hash function to the message
again and compare the result to the sender hash code, if it’s
similar that is mean the message came from the original
sender without altering because if there is any changed has
been made to the data will changed the hash code at the
receiver side.

o Methodology for processing plain text

A block cipher processes the input one block of elements at a
time, generating an output block for each input block. A
stream cipher processes the input elements constantly,
producing output one element at a time, as it goes along. The
proposed algorithm uses a substitution cipher method. It is a
symmetric key algorithm using the technique of stream
cipher.

11l. STEGANOGRAPHY

The word steganography comes from the Greek Steganos,
which mean covered or secret and graphy means writing or
drawing. Therefore, steganography means, literally, covered
writing. The main goal or steganography is to communicate
securely in a completely undetectable manner and to avoid
drawing suspicion to the transmission of a hidden data [4].
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During the process, characteristics of these methods are to
change in the structure and features so as not to be
identifiable by human eye. Digital images, videos, sound
files, and other computer files that contain perceptually
unrelated or redundant information can be used as “covers”
or carriers to hide secret messages. After embedding a secret
message into the cover-image, a so-called stego image is
obtained. The basic model of steganography consists of
Carrier, Message, Embedding algorithm and Stego key. The
model for steganography is shown in Figure 1. Carrier is also
known as a cover-object, which embeds the message and
assists to hide its presence.

Capacity, security and robustness are three different aspects
affecting steganography and its usefulness. Capacity refers to
the amount of information that can be hidden in the cover
medium. Security relates to an eavesdropper’s inability to
detect hidden information and robustness is the amount of
modification the stego medium can withstand before an
adversary can destroy the hidden information.

Sender Receiver
Cover Medium Extract

y

Stego Key Embed Stego Medium Stego Key

—> Sendto ——

Fig 1: Block diagram of Steganography mechanism

IV. STEGANOGRAPHY INDIGITAL MEDIUMS

To obtain security, there are different steganographic
techniques depending on the type of the cover object.

eImage Steganography
eNetwork Steganography
#Video Steganography
eAudio Steganography

eText Steganography
eSteganography using puzzles

V. STEGANOGRAPHY IN VIDEOS

Videos may use discrete frames that flash by too rapidly to
be observed, but contain secret information when viewed as
still images. Video images could also be altered in essentially
the same ways as still images, and since video files are larger
than single image files, more data could be hidden. Audio
recordings may contain background "noise" that actually
contains a message, or could be altered in a way that, like the
modification of images discussed above, leaves the sound
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natural, but reveals a message when compared against the
original audio file.

VI. STEGANOGRAPHY VS CRYPTOGRAPHY

Basically, the purpose of cryptography and steganography is
to provide secret communication. According to
dictionary.com: Steganography is:” Hiding a secret message
within a larger one in such a way that others cannot
discriminate the presence or contents of the hidden message”
and Cryptography is “The process or skill of communicating
in, or deciphering secret writing or ciphers.” Steganography
can be used to cloak hidden messages in image, audio and
even text files. It has until recently been the poor cousin of
cryptography. Now, it is gaining new popularity with the
current industry demands for digital watermarking and
fingerprinting of audio and video. Steganography must not
be confused with cryptography, where we transform the
message so as to make its meaning ambiguous to malicious
people who intercept it. Therefore, the definition of breaking
the system is different. In cryptography, the system is broken
when the attacker can read the secret message. Breaking a
steganographic system needs the attacker to detect that
steganography has been used and he is able to read the
embedded message. In addition, the security of classical
steganography system relies on secrecy of the data encoding
system. Once the encoding system is known, the
steganography system is defeated. The distinction between
cryptography and steganography is an important one, and is
summarized by the following table.

Table 1: Comparison of Steganography and Cryptography

Techniques Steganography | Cryptography
Definition Steganography | Cryptography
means cover means secret
writing writing
Objective Focuses on Focuses on
keeping keeping
existence of a contents of a
message secret | message secret
Ke Optional Necessary
y
Carrier Any digital Usually text
media based
Visibility Never Always
Security Confidentiality
Services Offered Confidentiality, | ava_llablll_ty,
A data integrity,
authentication .
non-repudiatio
n
Attacks It is broken when It is broken
attacker detects | when attacker
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that can read the
steganography | secret message
has been used known as
known as Cryptanalysis

Steganalysis

Result Stego file Cipher text

VII. COMBINED CRYPTO-STEGANOGRAPHY

Steganography is not the same as cryptography. Data hiding
techniques have been widely used to transmission of hiding
secret message for long time. Ensuring data security is a big
challenge for computer users. Business men, professionals,
and home users all have some important data that they want
to secure from others. Even though both methods provide
security, to add multiple layers of security it is always a good
practice to use Cryptography and Steganography together.
By combining, the data encryption can be done by a software
and then embed the cipher text in an image or any other
media with the help of stego key. The combination of these
two methods will enhance the security of the data embedded.
This combined chemistry will satisfy the requirements such
as capacity, security and robustness for secure data
transmission over an open channel.

A pictorial representation of the combined concept of
cryptography and steganography is depicted in figure 2.

Plain Text (9| Encryption |—p| Cipher text Cover image
I
Stego Image

Plain Text | q—| Decryption |4 Cipher text

Fig.2. Combination of Steganography and Cryptography

In figure 2, both the methods are combined by encrypting
message using cryptography and then hiding the encrypted
message using steganography. The resulting stego-image can
be transmitted without revealing that secret information is
being exchanged. Furthermore, even if an attacker were to
defeat the steganographic technique to detect the message
from the stego-object, he would still require the
cryptographic decoding key to decipher the encrypted
message. Since then, the steganography approaches can be
divided into three types:

Pure Steganography: This technique simply uses the
steganography approach only without combining other
methods. It is working on hiding information within cover
carrier.

Secret Key steganography: The secret key steganography use
the combination of the secret key cryptography technique and
the steganography approach. The idea of this type is to
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encrypt the secret message or data by secret key approach and
to hide the encrypted data within cover carrier.

Public Key Steganography: The last type of steganography is
to combine the public key cryptography approach and the
steganography approach. The idea of this type is to encrypt
the secret data using the public key approach and then hide
the encrypted data within cover carrier.

VIIl. LITERATURE SURVEY

In [1], authors discover the steganography, its history,
features, tools and various techniques like LSB, masking,
filtering and other transformations used for hiding messages
in an image.

In [2], simple cryptographic concepts and techniques are
defined. Various methods to hide the secret or confidential
message in an original file is shown in this paper.

In [3], authors introduced the idea of embedding the secret
message into an image using LSB technique and then applied
AES algorithm to provide enhanced security.

In [4], author proposes a reverse procedure described in
paper [3] by using an alteration component method.

In [5] user enters username, password and a key. A key is
taken from automatic key generator device which generates a
unique key after some specific time. After this the secret
message and key is encrypted and encrypted message is
embedded into cover image and stego image is produced.

In paper [6] the secret message is first compressed then the
message is hashed and encrypted using encryption key. This
method results in robust model and achieves two important
principles of security i.e. privacy and authenticity.

In [7], authors proposed various technologies used in image
steganography. This paper presents a review used for hiding
a secret message or image in spatial and transform domain.
This paper also proposed techniques for detecting the secret
message or image i.e. steganalysis.

In [8] Author uses video file as a cover medium for
steganography. Video based steganography can be used as
one video file having separate images in frames. Since that
the use of the video based steganography can be more eligible
than other multimedia files therefore author is mainly
anxious with how to embed data in a video file from bmp
images and how we can make use of the inner structure of the
video to hide data to be secured

In [9], A. Joseph Raphael introduces basic terminologies of
cryptography and steganography and ensures that the
combination of both gives multiple layers of security and will
achieve requirements like capacity, security and robustness.
In [10] Based on similar concept with stenography it is
desired to maximize the amount of hidden information while
preserving security against detection by unauthorized
parties. The image based stenography issues has been
demonstrated to hide secret information in images and the
possibility of using the image as a cover carrier for hiding
secure data.

In [11] an image encryption algorithm merging the image
encryption based on S-boxes scrambling with error
correcting code was developed. The error correcting code
could successfully improve the security of image encryption
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algorithm based on S-boxes scrambling. The basic concept of
this author is on maximizing security, capacity factor of data
hiding and secures the data through AES.

The authors in paper [12] introduced the method for
embedding the secret image into cover image using LSB
technique and then encrypts using DES algorithm and used
the key image.

In [13] the author has proposed an AES technique which
grants fundamental mathematics behind the algorithm along
with a brief description of some cryptographic primitives that
are commonly used in the field of communication security.
AES provides better security and has less implementation
complexity. It has been developed as one of the strongest and
the most efficient algorithm.

In [14], authors first encrypts the data with RC4 encryption
algorithm and then embeds in BMP cover image using three
different steganographic methods and then compares these
three methods. This paper also results in achieving the
requirements of security i.e. data confidentiality, data
integrity and data authentication.

The paper at [15], embeds the secret image into 24 bit or 8 bit
image by using LSB and then evaluated results for 2, 4, 6
LSB for a .png file and a .bmp file.

In [16], authors proposed a new technique called
metamorphic cryptography where secret image is encrypted
and transformed into a cipher image using key and this
cipher image is embedded into a cover image by converting it
into an intermediate text and finally transformed once again
into an image.

In the paper at [17], authors define basic terminologies of
steganography, steganography techniques, classifications
and review of previous work done by researchers.

In [18] author uses an algorithm based on AES expansion in
which the encryption process is a bit wise exclusive or
operation of a set of image pixels along with the 128 bit key,
which differ for every set of pixel. The keys to be used are
generated independently at the sender and receiver side
based on AES key expansion process. Hence the initial key is
shared rather than scaring the whole set of keys. The author
gives the information about AES. The AES delivers high
encryption quality with minimum memory requirement and
computational time.

In [19] author gave a different concept from above the
authors using a new approach of hiding image in video. The
algorithm replaces 1 LSB of each pixel in video frame. It
becomes very difficult for an intruder to guess that an image
is hidden in the video as individual frame are difficult to
analyze in a video running at 30 frames per second. We have
seen that the author has used only 1 LSB substitution
technique here.

In [20], the secret message or data can be hidden in any
image, audio or video which provides more security. The
secret data is first encrypted using AES algorithm and key is
hashed using SHA-1 to prevent from attacks then user can
hide the cipher data in image, audio or video using LSB
technique. The receiver should provide the same key that is
hashed for encryption.

In [21], the method is similar to that in the paper [6]; the only
difference is the compressed message is not hashed. This
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novel approach requires less memory space, fast
transmission rate, better security and no distortion in quality
of image.

In the paper at [22], authors proposed two methods to ensure
high security. First method includes the combination of both
steganography technique and cryptography technique and
second method only includes steganography approach.

IX. THE PROPOSED MECHANISM

e PROPOSED ALGORITHM

1) Embedding Algorithm:

. Input Video.

. Extract the frames of the given video.

. Using statistical features extract the key
frames (K).

. Insert secret data in K-1 frame.

. The LSB position of each K-1 frame will be
used to store the secret data.

. Store key frame index number in the LSB of
the last frame of the video.

. Combine all the K-1 frames and key frames

to generate the video sequence this is the Stego
video i.e. encrypted video.
*secret data is the data from text file in binary format.

2) Extracting Algorithm:

. Input the Stego video.

. Extract the frames from the Stego video.

. Get the last frame and read the LSB to get
the key frame index.

. Extract the K-1 frames based on the index of
the key frame.

. Read the secret data from LSB of each K-1
frame.

. Combine the data read from each K-1 frame

to get the secret message.

X. METHODOLOGY

A. Algorithm of shot boundary detection

Many approaches used different kinds of features to detect
shot boundary, including histogram, shape information,
motion activity. Among these approaches, histogram is the
popular approach. However, in these histogram-based
approaches, pixels' space distribution was neglected.
Different frames may have the same histogram. divided each
frame into r blocks, and the difference of the corresponding
blocks of consecutive frames was computed by color
histogram. The color histogram contains only the frequency
of a color value, but loses the pace information of the pixels.
Therefore, in order to get the spatial distribution information
of the color, the image is usually divided into appropriate
blocks. If the blocks of the image are too small, it cannot be
partitioned. More image blocks can improve the spatial
resolution of the image, but it also increases the storage space
of the image characteristics.
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Algorithm steps are as follows.

Step 1: Partition the frame into m*n blocks .B(i,j,k) stands
for the block of i,j at the kth frame.

Step 2: Computing x2 histogram matching difference
between all blocks of single frame.

Step 3: Compute mean (MD), standard variance (STD),
skewness (S) and kurtosis (k) for a single frame.

Step 4: Compute difference of these four values from two
consecutive frames

MD=MDi-MD(i+1)

STD=STDi-STD(i+1)

S=Si-S(i+1)

K=Ki-K (i+1)

Where i and i+1 are two consecutive frames.

Step 5: Add all four differences to and out total difference Td
Td=MD+STD+S+K Step 6: Calculate threshold

T=Md+ _STD

Step 7: Compare Td with threshold.

Step 8: If Td(i; i+1) _ T then i is the end of previous shot and
i+1 is start of next shot.

B. Key Frame Extraction

A key frame is a frame that best represents the video content
in an abstract manner. In proposed system to extract key
frames above algorithm of shot boundary detection is applied
over video sequence .Then from every shot a frame with
highest mean and standard deviance is extracted. So, from
every shot one key frame is extracted to form static video
summarization.

Algorithm of key frame extraction

Step 1. Divide the whole video sequence into shots using
above algorithm.

Step 2: Find frame with maximum mean and standard
variance from each shot.

Step 3: These frames form static summarization.

C. Advanced Encryption Standard (AES)

The Advanced Encryption Standard (AES) is a
symmetric-key block cipher algorithm and U.S. government
standard for secure and classified data encryption and
decryption.
The Advanced Encryption Standard (AES) is a
symmetric-key block cipher algorithm and U.S. government
standard for secure and classified data encryption and
decryption.
In December 2001, the National Institute of Standards
(NIST) approved the AES as Federal Information Processing
Standards Publication (FIPS PUB) 197, which specifies
application of the Rijndael algorithm to all sensitive
classified data.
The AES has three fixed 128-bit block ciphers with
cryptographic key sizes of 128, 192 and 256 bits. Key size is
unlimited, whereas the block size maximum is 256 bits. The
AES design is based on a substitution-permutation network
(SPN) and does not use the Data Encryption Standard (DES)
Feistel network.
The AES replaced the DES with new and updated features:
¢ Block encryption implementation
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o 128-bit group encryption with 128, 192 and 256-bit
key lengths

e Symmetric algorithm requiring only one encryption
and decryption key

o Data security for 20-30 years

o Worldwide access

o No royalties

o Easy overall implementation

XI. CONCLUSION

In this paper a very comprehensive review of both
steganography and cryptography techniques has been discu
ssed for the security of transmitted data over the data
networks but lacks in some way or the other as far as their
individual abilities related to exposure of all the security
principles are concerned. So, in order to overcome the lack of
coverage of all the principles of security in those algorithms,
a new algorithm has been proposed that would satisfy all the
principles of security and also satisfy the requirements of
steganography.

The proposed algorithm can be implemented in a
security system as a future research work that would probably
surpass in comparison to the existing algorithms. The system
would be tested on the basis of various test cases such as MSE
and PSNR and the results would be compared with those of

existing algorithms.
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